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W ARTHIERMBIERE )« BRI A R . B T EERMT & RO BORRE, B
B EOILAS « (EEE P LA ARl R e Mo e RBE KT HEETRCE R sk gt B
BE HESEORVEM . (R FEARSMET W E0H)

o XTHER (TIVEEMLH TAEH 2020 £ TAEHRIY H@AIE:

® http://www.miit.gov.cn/n1146295/n1652858/n1652930/n3757020/c8001762/content.html

> EXRER (FEERRARRFEREEA R AFAERENL

2020 5 7 A 2 H, EZRRERRFEHER AR TR CESOME A D] 55575 275
I EBRBE IR G5 B ARG B S B INE (ESR AR D) 2 TSR = K@ AT

P KR #

National Administrati f ts Pl i
ational Administration of State Secrets Protection EE D GEeE e

SR MRS BEGEA R EEEE  BEEEAT EARE LIRSS

N EREEEMNS > > BAL

KT (ERMZHEEHERERME (ERERRT) ) .
(CHEEDRARENZIREEDZE (ERERR) )
AFHERSRAEN
20205075028 iR 5SEES [ K thN] @
SRAETES TR, R K, SRR ARSI,
BFEHET (ERHETAADSAREENE (RS ) . (PREe R
EERNE GEREMR) ) , MASATFERER, AATEIFARERH IR
B (UEkERSEES) ;
CGBED BR: BT SLE S BAT BRIt “BUE IR SO eh, D Ra N s iR
RRUEHE TR, RATHTHE 7 SO B BN 5 B B A p. (IER AR ) (W%
GERGER A E L GERBEADY, IS ATFEREN. Ge: EXRFRER)
o XTH (EXRMERAHBEREHEE TERBRAF) (BEREREERHRE
BIpE ERBRA) AFHMERE RHE MR

® http://www.gjbmj.gov.cn/n1/2020/0701/c409099-31767212.html
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. AHE R AL

> Microsoft X %7 2020 £ 7 f ZAE ¥t

AZMHEH: 2020-07-14
EFHAER: 2020-07-14
iR

CVE(CAN) ID: CNTA-2020-0014

7B 14 B, MR 7T 2020 £ 7 BINBEMITREASE, BETHSH=REERN 123 M &22iRiE.
SN EEE: Windows 10 2004 & WindowsServer v2004 (86 4). Windows 10 1909 &
WindowsServer v1909 (86 ). Windows 10 1903 & WindowsServer v1903 (86 4). Windows
Server 2012 (48 4\). Windows 8.1 & Server 2012 R2 (48 4*). Windows RT 8.1 (42 4). Microsoft
Edge (EdgeHTML-based) (2 1"). Internet Explorer (2 1) #1 Microsoft Office-related software (14
™. FALARRE, REETFAREH TR, SdReIEERE, RNBRER, =BANR, itz
2R, WARRERRSKES.

CVE f®S (AEITEHRHE i B2 R IMAER
FliRiRRN

CVE-202 |Windows DNS Server iImi2{iBHiTRRE [~= Server 2016

0-1350 |Windows Domain Name System servers RifEHl4 (A2 [Server 2019
BELEFRNIEISKET, FAEREAEIITRE. & Server, version 1903
ChF It RRR I & P LA AR SR Server, version 1909
B TEEARE. EE/9 DNS BRSSERHI W Server, version 2004
indows RS ERIFEIIRRAIXEG. Server 2012
EFBLRREITRE, RESDIENIKNES Server 2012 R2

AL A Windows DNS server &iEEa=iaK,
It BB & Windows DNS servers 4ME
5K AR RIZRE.

CVE-202 [Hyper-V RemoteFX vGPU izi2({iBHhiTR ™= Server 2016

0-103 @ TFEHATIC  [Server 2012

2 4 EHARSS S8 EAY Hyper-V RemoteFX vGPU 5 Server 2012 R
CREEIEFRIGIE Guest H#ERF FLSMHIIER 2

RN, FEofERiEiiTER. 288
iR, WEHERNEIEE Guest IERF iz

(THREITER, BEEIETT7E Hyper-V host #2/ER
Gt FRE =R sk A RILIRRE, AIhFIA
IR RS A7 Host #MER S EHTIES

(AN
CVE-202 Windows SharedStream Library f{jRi2H EE \Windows 10
0-1463 [l HEBSURTT  [Server 2016
SharedStream Library SMEREFHIISRAIS Server 2019
FENPRIETHRIE, IR RIRRNIEE Server, version 1903
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UAEFRERFHROSRATARD. EFIALRRHT Server, version 1909
Wi, AMSDRIERIEE R LA TR Server, version 2004
TR,
e BEHIEITHRE SharedStream Library IFHf
AR F P EIXI SR AR R
CVE-202 |Windows Remote Desktop Client iZfgft == Windows 10
0-1374 BITIEIR TR TLAS [Server 2016
AP ERE R RARSS 28T, Windows Remot Server 2019
e Desktop Client RFEIRIZIBHIITRIAE. Server, version 1903
B IO F PRI R AR & A LA IE RS Fimh it Server, version 1909
SN EHTESRE. A, WEETULER Server, version 2004
Fr, BE. ElEiiirEdE; SelEEEexeRH Windows 8.1
PP BRATHTHCA . Server 2012
EFALRR, REEREEGIRSE, AEhR Server 2012 R2
IR AP IERERIIRSS 2., EE A BB AP ER
EEERSEE, FEBIHSTE. DNSHE5
EERAFEA (MITM) SAERAFERZE. B
HERA LB ESIARSSE, EEHIEEEER
fD, FEGFRPIERE,
It EEFmEId B IE Windows Remote Desktop
Client SMERIERAE KT TRBRIZIBIH.
CVE-202 |Windows Address Book iZf2{Xi3thiTimiR ™= Windows 10
0-1410 |24 Windows Address Book (WAB)ZREEIERE FmfeHl{T(HS [Server 2016
bR veard SRS, FAE L&ﬁﬁmﬁrlkzﬁ: Server 2019
EFFRLRR, EETLURIEER veard, Server, version 1903
=Z0]{FFH Windows Address Book (WA Server, version 1909
B)¥JFF% vcard, RINFIRZRERE, WHEER Server, version 2004
UESEER S LT, Windows 8.1
L EINBIEE WWindows Address Book Server 2012
QIR ER BRI TRRRIZIRIH. Server 2012 R2
CVE-202 Windows Graphics Device Interface (GD =& \Windows 10
0-1435 )= EMITRR IFEH TS [Server 2016
Windows Graphics Device Interface (GDI) Server 2019
KM FHIN RIS FETEER TR, K Server, version 1903
ThF Rt RRRI I & P LB SZ &MY R 4. Server, version 1909
ARG, WEETLURERER, B85, BXEMR Server, version 2004
iR, HeIEEERERFAERIFHIK,. S5iE Windows 8.1
FEEAFPIREERIRFELL, IKPEENTE Server 2012
Rz FEER/DAPIRIIAFZRIRSNE Server 2012 R2
/N,
CVE-202 Windows Font Library isi2fCi3HITRIR == 'Windows 10
0-1436 | Windows FIREERBEIEFSMEIGERIFA  ImfE TS [Server 2016
i, FECEAEHITRR. X5 Windows Server 2019
10 LUMYRTE RS, AIOFIARRNKES Server, version 1903
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EILARFER TS, XJFiE4T Windows 10 A Server, version 1909
=8, AR BIRRIIGEE T LAE AppCon Server, version 2004
tainer P& _E X HLIEIRAVIBRFIIRERATHA Windows 8.1
f0, A, WEEULLERR, 55, B53E Server 2012
IBREE; SRR BAT2 AP RATHTIKS,. Server 2012 R2
CVE-202 |VBScript ini2{Xi8hiTiRR =21 Internet Explorer 11
0-1403  |VBScript engine 4MERFHIERAS N FEIT ITERITAS Internet Explorer 9
FERIBHITIRIE. ZRRESRIANTE, MM
(EEE B LRI BN E T FHITERR
5. AEHFIBRRNIEE T LERES HEH
FPIEERBFER, RSB EREERRF
RPRER, AT FRLRRRI G o LAEHISE
HIINRSR, A, REEUURERER, &
5. FXEMREGE, SeEEEREAPTR
ENEFILL S
CVE-202 [PerformancePoint Services izf2{{iEHMITRE =& SharePoint Enterprise Serv
0-1439 [ IFE A TS jer 2013
=4 PerformancePoint Services for SharePoi SharePoint Server 2019
nt Server ToiARE XML XAHEINAGRIRC SharePoint Foundation 20
B, iz rEEnEER TR IR 13
IRRRIIEE R LAE SR XML B RFFI SharePoint Enterprise Serv
ROBHFE E X FIETEERE. EFRLIRE, er 2016
K EE P LA RZ IR RS REIAI S & Business Productivity Serv
EIRSERLSMERS., ers 2010
L EFNBITELE PerformancePoint Service
s SATSGIE XML N BHIRIRCRARRILRIRE.
CVE-202 [Microsoft Office I RIZHFR =21 Skype Business Server 201
0-1025 |24 Microsoft SharePoint Server #] Skype fo SR 9 CU2
r Business Server ARIEFfEAME OAuth $h& Skype Business Server 201
BEIERY, fFERNBRIETHRIR. IO FLRREAY 5 CU 8
W& T LASES BAD I SCIIA IERERTI ()., Lync Server 2013
R R TIGE, WEEREENHE, SharePoint Enterprise Serv
It EEFE@I &2 Microsoft SharePoint Server er 2016
1 Skype for Business Server IGiFSRERTTS SharePoint Server 2019
SRR IR, SharePoint Foundation 20
13
CVE-202 |Microsoft Outlook iZi2{tiBHiTiRER 2] 365 Apps Enterprise
0-1349 [Microsoft Outlook #R{&REEIEFMENTFET  (TiEH{TLES [Office 2019
NSRS HITIRIE. ARIOFIFALRE Outlook 2016
RIS P LAE RIS R BRI R S E =R Outlook 2013
FIFZ 2 E T HHATIRIE, Blan, 123043 Outlook 2010
ERI LR ES S SR A EENRAER AR
HATIRE,

P B 2 4o 2R B 0

31
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CVE-202 |Microsoft Word i=i2XiBHiTER EZE:D SharePoint Server 2010
0-1446  [Microsoft Word Z{4RREERLNMERFHRINT ffEH TS [SharePoint Enterprise
SRR TRR. AIhFIRLRRERY Server 2013/2016
I BT LASE RIS RO BRI S R SR A A SharePoint Server 2019
HZee ERXHRHATIRME. B0, ZoU4bEET Office Online Server
URREB S SrIAFEESRNERAFPHIT 365 Apps Enterprise
HE(E, Office 2010/2019
Office Web Apps 2010/20
13
Word 2010/2013/2016
Office 2016/2019 for Mac

https://portal.msrc.microsoft.com/en-us/security-guidance/releasenotedetail/2020-Jul

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/ADV200008

> %3 Cisco = W& X i KR

AT HEHA: 2020-07-06

EFEHEA: 2020-07-06

SERWRSA:

Cisco Cisco Small Business RV016 Multi-WAN VPN <=4.2.3.10
Cisco RV042 Dual WAN VPN <=4.2.3.10

Cisco RV042G Dual Gigabit WAN VPN <=4.2.3.10

Cisco RV082 Dual WAN VPN <=4.23.10

Cisco RV320 Dual Gigabit WAN VPN <=1.5.1.05

Cisco RV325 Dual Gigabit WAN VPN <=1.5.1.05

ik :

CVE(CAN) ID: CVE-2020-3295

Cisco Small Business RV016 Multi-WAN VPN Z£#2£EERl (Cisco) AFIAI—k VPN EHEE,
£ Cisco =R+ Web BEEAEFEENXGHRRE, 1ZBRRTEFAREERRFIRFMmANILR,
TR E T SIS EIERF Bz R R SEURF R root AFEGTERARS.

BBy

T T
cisco
I Bokth T iRBEERER, BREKEEH:

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-rv-routers-

stack-vUxHmMnNz
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> Linux kernel £ X 3 1 /&

&ZTHH: 2020-07-10

EFFEHR: 2020-07-10

ZHIWERLS: Linux Linux kernel <5.6.7
ik

CVE(CAN) ID: CVE-2020-12659

Linux kernel 22E Linux E£SEMIFHRRIERSE Linux FHERRNZ, Linux kernel 5.6.7 Z &k
A net/xdp/xdp_umem.c XY ‘xdp_umem_re’ REIFEETXIGEHIFER, ABEEREET
FIEKRFFIZRRER S LT ERRR S SEUERRSS.

=iy

IR T

Linux
AERm T IRRIEERER, BRAREER:
https://cdn.kernel.org/pub/linux/kernel/v5.x/ChangelLog-5.6.7

> IBMDB2 & X 3% K H

A%HEH: 2020-07-06
EFEE: 2020-07-06
SRMRSR:

IBM IBM DB2 V9.7
IBM IBM DB2 V10.1
IBM IBM DB2 V10.5
IBM IBM DB2 V11.1
IBM IBM DB2 V11.5
fEik -

CVE(CAN) ID: CVE-2020-4363

IBM DB2 2%E IBM ABRIN—EXREHIBEEE RS, ZRRTHITINEEZES UNIX, Linux, IBMi,
z/0OS LAK Windows IR E8hRAN, EF Linux, UNIX 0 Windows £&8Y IBM DB2 (&84F DB2 Connect
Server) FEEEHXGEHIER, ZmERTERIDAFIEE, AEE IR BZRRELL root fERHAT
(EI=Xav =R

=iy

BT

IBM

Hrl mERmARNTLUESRRE, *NTIREE:E:
https://www.ibm.com/support/pages/node/6242332
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PERAXEN

China Judgements Online

— [ ‘

KB RIE EREFRILQARMABRE-FHTEEES

HEEN 2020.01-21 S 189 Q O l—J

=1
I EBMNEPRARER ::
e #EES %0

(HESPNSE  € P

“ONR R REREN NRINEAE B, e S BRI 7R, (HRBA SRS IR I Ho At
ShrERE, Bt EE WS AR i [ B BORBRAEALAIT TT e £ 22 o -5 96 2 Bl A
ISES YL, AT, AT R T AR R SRS BT AR Al “ AR R 7, R
ARNMANBRERE (BFESMES. fIT RS, FILSE) 1— R8RS .
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X, AR R B AR HE=T73AFEH 200 RtARE T 400 2T REH, SILGIHR
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MGM Grand Hotels - 142M
MGM Resorts was hit by cybercriminals, first reported by ZDNet. who lified personal and contact details for 10.6 million hotel gu
. Uniimited ftems available for auto-aispat:
MGM GRAND. Features Features
LAD SSEN Product Class Dagital Origin Country World Wide
Quantity Left Unlimited Ships to World Wide
Ends In Never Payment Escrow
2
default - 1 day - USD + 0.00
Purchase price: USD 2,939.76
: [onere |
0.317874 BTC / 42.301184 XMR
Description Feedbac
MGM Grand Hotels - 142M
ails for 10.6 million hotel guests, including celebrities
s was also breached, consisting of 142 million entries
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