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> Microsoft Windows Graphics Components % £2 1% 22 34,47 i

K7EHE: 2020-08-18

EFFEHEA: 2020-08-18

SRMRSR:

Microsoft Windows Server 2008 R2 SP1
Microsoft Windows Server 2008 SP2
Microsoft Windows 7 SP1

Microsoft Windows Windows Server 2012
Microsoft Windows 8.1

Microsoft Windows RT 8.1 SPO

Microsoft Windows Server 2012 R2
Microsoft Windows 10

Microsoft Windows 10 1607

Microsoft Windows Server 2016

Microsoft Windows Server 2019

Microsoft Microsoft Windows Server 1803
Microsoft Microsoft Windows Server 1903
Microsoft Windows 10 1709

Microsoft Windows 10 1803

Microsoft Windows 10 1809

Microsoft Windows 10 1903

Microsoft Microsoft Windows Server 1909
Microsoft Windows 10 1909

faik:

CVE(CAN) ID: CVE-2020-1153

Microsoft Windows 1 Microsoft Windows Server #82=E{M%r (Microsoft) B~ 5. Microsoft
Windows 2—EMANIRZFERANEBIERS. Microsoft Windows Server E—EIRSZEIRIERE,
Graphics Components 2EHHI—NEFAEE.

Microsoft Windows Graphics Components FEIRiEiSHiTREZmE, ZmERET Microsoft
RARHMERFRISRIIARFERR, REE oA AZREE B RRR LR TESAE.

=iy

BT

Microsoft

I BERm T RRIESER, BRIXEERN:
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1153
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> FAEMLm YN N P& (EDR) TEFAWITRE

AT HHE: 2020-08-17
EETAH: 2020-08-17

SHINRS:
RMEIREIFSNMA S EDR
iR :

CVE(CAN) ID: CNVD-2020-46552

RMERZIENIEN 5 EDR B =MimkaniiE. MMEIRESZ. SEREMNE, FEIRFREL
ERInTeR, WEEER. S, AR T —RBRTERR.

RMEREHIENIBLNFE (EDR) FERERSHUTRER. MEEEIIMEE HTTP IE5KFBLLRR,
PR RILLRR G E AT LAE B R EN LT ERS .

Y

T
IR
IBERTTRAEEES, BRIOEE:

https://www.sangfor.com.cn/product/net-safe-mobile-security-edr.html

> Apache Shiro X R £ 3¢ &

AT HHE: 2020-08-18
EFTEAHA: 2020-08-18
ERMRSR:

Apache Shiro <1.6.0
faidk:

CVE(CAN) ID: CVE-2020-13933

Apache Shiro 2EEIAZT (Apache) HEESSM—ERTHITALE. £, NEFISIEEIEN Java
ZLIEZE, Apache Shiro FENRGITIRE. WEETHBERRESHSISHINIE.

i

BT

Apache

I BERh T RRIESER, BREKEER:
https://lists.apache.org/thread.html/r539f87706094e79c5da0826030384373f0041068936912876
856835f%40%3Cdev.shiro.apache.org%3E
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> IBM QRadar SIEM B35 B A 47 H

&EfH: 2020-07-13

EFFEAHA: 2020-08-25

SRMRSR:

IBM QRadar SIEM 7.4.0<= Version <=7.4.0 Patch
IBM QRadar SIEM 7.3.0<= Version <=7.3.3 Patch
ik

CVE(CAN) ID: CVE-2020-4513
IBM QRadar SIEM 2XE IBM AFH—EF AR Ea R Er e SITE S REMIMERRTE. %75
SRR 1T HSEEETIRE. BRI R ER S EI6E.

IBM QRadar SIEM 7.4.0 & 7.4.0 Patch 2 ig7<H1 7.3.0 & 7.3.3 Patch 3 WRAMFAEESIEIAHITIRFRE. I
HETFIBIZBEE Web Ul iE NER JavaScript REBMTIKEETRERAIINGE, XATRESEEERIEFHI
FIEHER,

<*§&E: https://www.ibm.com/support/pages/node/6246131

*>

Y

I EhT:

IBM

IBM EEALLRTH T —IMRERE (6246131) LARIBERANT:

6246131: Security Bulletin: IBM QRadar SIEM is vulnerable to cross-site scripting (CVE-2020-4513)
P& https://www.ibm.com/support/pages/node/6246131
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> mEAME PR IE REANRKF LE CREFE

2020 £F 8 J1 18 H, #a =K H ML G 4RIE, NS K E 1387, INSE KB 55 I
BB, 11200 MK BNAR, JBRE M TR IR U5 9 BUR Rk 45 B CEET A8 Sofesr
o MR BCEHAL G FEEE S5« A7 H4E (Marc Brouillard) 17 H#&7R, BLIRIE
i SRR A, BRIy S G P SR A A S, SRR TV
2 NAEAFI S _EAEFAH R RS IX— 5, 3R A 2t

WHNBERR, FrER TIHAESNARS, FHRs R ERIXEL S, HERKEER
B3 T R INERARIR .

Francais

l & I Government  Gouvernement
of Canada du Canada

Frequently Asked Questions (FAQ)

Home  Sign In/ Sign Up

Welcome to GCKey
Sign In Simple Secure Access
Usemame (required) A simple way to securely access
Government of Canada online servces
E ame
Password (required) One password

Password
Sign Up
Forgot your password?
E Your GCKay can be used 10 access multiple
Sqn in Clear All Government of Canada online Enabled
Services

Please select Exit 10 leave the GCKey service and return o the Government of Canada online service

S HEV, ST 11200 MK 22 M, P dE 9000 4 GCKey KR SI Ak
5600 MINEE KBS SRk, JLF-—F ¥ CRA K/ 5 GCKey #R18 31| A & 287 A 95 hi iR,
W — BRI BBl SR st B0, BIERR T IEAE B R B s IR st
ST RECHT GCey T BT .
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HEFI DL R 7% B HBAE IR S5 o PR IUIED, IS R aE 12 0 DU R <, 32071 Xt e 2
DGR EZ R . 8 AH], AVFZINERNBCEIMEA-Bfb AT 44 dEFE it DL
PAPRAE BCE S, SULRINS, SR AT TRAT HR B (R0 6 20 LU AT 4 SUR IR

TN RS 1 TS BB gy - A FRL 95 (Annette Butikofer) 75, i H L4 R M3
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HOME CONNECTIVITY MZX = DECISION TO NOT RE-OPEN MARKETS 27 AUG

<esack Connectivity NZX - decision to not re-open markets
27 Aug

27/8/2020, 4:13 pm MEMO

Memaorandum

To: Market Participants

From: NZX Limited

Date: Thursday, 27 August 2020

Subject: Connectivity NZX - decision to not re-open markets 27 Aug 2020

Message

NZX confirms that a decision has been taken to not re-open the NZX Main Board, NZX Debt Market and Fonterra Shareholders'
Market today and to close the NZX Derivatives Market. As a result of network connectivity issues relating to DDoS cybersecurity
attacks, a halt was placed on trading in its cash markets at approximately 11.10 am today.

This decision not to re-epen has been made while we focus on addressing the situation. We continue to address the threat and
work with cybersecurity experts, and we are daing everything we can to resume normal trading tomarrow (28 August)

ENDS

Downloads

[A Connectivity NZX - decision to not re-open markets 27 Aug
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