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> Microsoft X% 2021 4£ 7 | &2 E ¥

ETAEE: 2021-07-14

EFFEAHER: 2021-07-14

f@id: 7 B 14 H, fkmT 2021 £ 7 BB EfTRe S, BETHEHSHREEN 117 1ML

2FE. SEMAF-RERE: Windows 10 21H1 (68 1), Windows 10 20H2 & Windows Server v20H2
(75 1). Windows 10 2004 & Windows Server v2004 (75 ). Windows 8.1 & Server 2012 R2
(50 1), Windows Server 2012 (44 4). Windows RT 8.1 (39 1) #0 Microsoft Office-related

software (10 1), FIA AR, REETLSILZLIEERE], KNEREE, BAR, HUTTE

KB, SRRESRSINGESE. 128K Microsoft FIFRIRTEHANT B3, #8505 | ARmEEXIIMER

25,

CVE /S NEIRE R EERRERRR SR mAYER
Server, version 20H2
Windows Kernel [Z& Server, version 2004

CVE-2021-34458 | _ . I X _
TREABITER [TEBHRT Server 2019

Server 2016

Server, version 20H2

Server, version 2004
Server 2019
CVE-2021-31979/3|Windows Kernel EEE \Windows 10

3771 KPR iR (S%i =y Server 2016

Server 2012 R2
Server 2012

Windows 8.1
i Server, version 20H2
Windows Hyper :
CVE-2021-34450 |V imiREMETE | Windows 10
) ) -V iz AT
e UABHT Server, version 2004

" Server 2019

Server, version 20H2

Server, version 2004
FEE Server 2019

WA HAT Server 2016

Server 2012 R2
Server 2012

Server, version 20H2

'Windows DNS S
CVE-2021-34494 |erver iTi2Hi3h
(TR

Server, version 2004
FeE Server 2019

IFE RS T Windows 10

Server 2016

Server 2012 R2

'Windows Print
CVE-2021-34527 |Spooler izf2f{i3
HiTiRmiR
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Server 2012

\Windows 8.1
Server 2019
\Windows 10
Scripting Engine [™ S 2016
CVE-2021-34448 [ Pung Enginef":® erver
RFEIT R ARSI T Server 2012 R2
Server 2012
\Windows 8.1
365 Apps Enterprise
Excel 2016
Microsoft Excel & Excel 2013
CVE-2021-34501 |___ . JU R . )
TERBEITER [TECEHT Office 2019

Office 2019 for Mac
Office Online Server

. \Word 2016
Microsoft Word EEE&

CVE-2021-34452 365 Apps Enterprise
ERRBITRER TEAmNT PP P

Office 2019
. SharePoint Foundation 2013
Microsoft Share )
] . [EE SharePoint Server 2019
CVE-2021-34520 |Point Serverimfg _ ) ]
s AR HAT SharePoint Enterprise Server 2
(LIBhITRIR 016

3KiE: https://msrc.microsoft.com/update-guide/releaseNote/2021-Jul

> Oracle MySQL Server 3E % i}k 4 ¥/

AWHEHE: 2021-07-26
EFAE: 2021-07-26
BHINRR:

Oracle MySQL Server <=8.0.25
ik :

CVE(CAN) ID: CVE-2021-2383

Oracle MySQL 2XEREX (Oracle) NEIN—EFFRNXREEIBEEIERS, Oracle MySQL Server
8.0.25 NEERIRASH Server: Optimizer HIHFEIELIRS /IR, WEEAHMBZRRSE MySQL ik
SR RIIEESHR (R2EERS).

=iy

TR T
Oracle
I BEAG T REEERR, BRI EEH:

https://www.oracle.com/security-alerts/cpujul2021.html
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> Cisco Identity Services Engine & 3% B A< &/

&7 RHEA: 2021-07-07

EFTEAE: 2021-07-26

SRNRSR:

Cisco Identity Services Engine < 3.0 Patch 3
Cisco Identity Services Engine < 2.7 Patch 4
Cisco Identity Services Engine < 2.6 Patch 9
fid

CVE(CAN) ID: CVE-2021-1607

Cisco Identity Services Engine (ISE) 2£EER} (Cisco) ATN—AETSMHHIMEREITES (ISE 5
IR 51E). ZFEBIWENL, BFRIIRETHIISINES, HIEHFLEEN RS E MK,

Cisco Identity Services Engine (ISE) 2.6 Patch 9 Zgikw4s. 2.7 Patch 4 Zgikk4#0 3.0 Patch 3 Z &k
FFEBEHRNRR,. ZRERT web EIEFREARAFBARTIERIIE, NEEIFBZREED R
RS2 8 R E A R IR N TR TEE R AR h 8RS R,

$&% https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-stored-
xss-TWwjVP

=iy

BT

Cisco

Cisco BEAER T —PREANE (cisco-sa-ise-stored-xss-TWwjVPdL) LARAERAN T
cisco-sa-ise-stored-xss-TWw;jVPdL: Cisco Identity Services Engine Stored Cross-Site Scripting
Vulnerabilities

§&: https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-
stored-xss-TWwjVPdL

> IBM Sterling Secure Proxy 35 4 iR 4~ /

ZTEHE: 2021-07-15

EFAM: 2021-08-05

ERMERSR:

IBM Secure External Authentication Server 6.0.2
IBM Secure External Authentication Server 6.0.1
IBM Secure External Authentication Server 2.4.3.2
IBM Secure Proxy 6.0.2

IBM Secure Proxy 6.0.1

IBM Secure Proxy 3.4.3.2

fEd
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CVE(CAN) ID: CVE-2021-29725

IBM Sterling Secure Proxy 2EEEREUANRIAT (1BM) B—MREFHREFEELSIHRIFX (DMZ)H3 4
T EmIIN FEFAE,

IBM Secure External Authentication Server 2.4.3.2,6.0.1%16.0.2 fRZALAK IBM Secure Proxy 3.4.3.2,
6.0.1 1 6.0.2 RAFHIEERS K. TEREEINBAZRREERER, NMSBUERRS.

B https://www.ibm.com/support/pages/node/6471615

=iy

BT

IBM

IBM BEEAER T —INREAE (6471615) LARMERANT:

6471615: Security Bulletin: Multiple Vulnerabilities were detected in IBM Secure External
Authentication Server

B https://www.ibm.com/support/pages/node/6471615
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Transnet declares force majeure at SA ports
over cyberattack

Bloomberg Felix Njini and John Viljoen @ @ @
° . 0:00

i SUBSCRIBERS CAN LISTEN TO THIS ARTICLE

The disruption threatens to have a ripple effect on Africa’s most-industrialised economy.

WP 28 TR A Bk L 2 Lk HE 223 L LR AT, SRR R GEEse AN DR In K e HF H TER 2>
P AR GR AR IL, IR — AT Az E R T AT 5. CRIE: AR

> BRENEFTHWEZEERANE “REBEHE” BENMERRARR

2021 4F 7 J3 30 HARRGIRARIE, PRI = B AN 28 7 A5 4 B2 S 78 22 2R I e o 4 2 1
BRI B 22 M 28 R AR N AR B2 B N IR 55 8% I AR AT BV B AR BU 2 B 1297 R 4t
M Tk IE W 12h

S0 3 Hilg, FRmENIX —KERKM S R HililE, FEE. 2%, 45
A [ AR G B B VR IR W RN, BRBEi2 9T R 2 BB . SREERBE A ss A4, f it
RAZFTEIHUEA LW, 2P AR, ARHRE T HLUEIRAEM, i BN A -
M3 A R)®] s Arpf), XEERIGOURGRGESELE I, BB BB H2YT R 504 M .

LB TR HEE, BB 2 RS0 E B RE A N N S W A 1
WP MER, 1297 RG2S, 5 H 15 H, BERH 5T AR A&l 5 R .

WNEE Y RS s r DRI BIRE 5, RIS R M 2L 38R P o % SR 4L

[ b {5 B 22 4 ST R = 7 32 http://www.cncisa.com



EEEEELSBIR (2021 4£ 07 H 31 HE 241 #1)

BEAT AL, 55— IR X S BRI 48 R GETT e s TR B Ol . BOE T AF, Wtk TGh
HEIL 10 /5%, $REUETIESR 1.2TB,

CIES I RERBS, RIS S ARG, ABLZ A ATEE 1P HLhk S R RikAR
PR EN RS, PG MR, EEEESCAR IR, sl A, R
SEERIT ARG E I 41 2 10T 7 AR R S bsE .

FERERARTIIRES S, T RAR R T EX S, 3 B E S Ak
16 PHLLE. B 1 DA TERMEA 13K,

LT, UIRMEE N B RERC AT % ARG B . HAE P PR, W BB
i AL R AL A S, B AR E L. v TIEN A SRS, AR B
FREFIR, AHENREBE N AR ST, ST REREAT A R AT

DREEV, ARSI PR Bl — MR AR, Al BR B R4 R GTARH 24
&, PAhS 5T RER ST RGNEL, PO REN AR ONE, IHENRE A
SHEREAT BN o LS 2 7Y 2 2 25 0 70 JR VTR ) o B R R B i SIS S R G

HAT, JEIREEEN FEE R A T AL R SRR LA A, AR R kA
I SEHUE B ARG ARPGEM 2 R F 0, S XA e Ot At i, =R IR
BE— P AE . CRIE: £BH)

s B 2 a5 I B £ 70 33 http://www.cncisa.com



EREREZEBIR (2021 4 07 A 31 HE 241 1)

BEREERNF &%

IEEXMATINE, TRE R ARER FiEREREVogoSh

021-33663299

H brfs B g 2e B E 7 34 http://www.cncisa.com



